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Abstract

This paper proposes a taxonomy for secure object-oriented databases in order to
clarify the issues in modelling and implementing such databases. It also indicates
some implications of the various choices one may make when designing such a data-
base.

Most secure database models have been designed for relational databases. The
object-oriented database model is more complex than the relational model and object-
orientation is not based on a formal (mathematical) model like the relational model.
For these reasons, models for secure object-oriented databases are more complex
than their relational counterparts. Furthermore, since views of the object-oriented
model differ, each security model has to make some assumptions about the object-
oriented model used for its particular database.

A number of models for secure object-oriented databases has been proposed.
These models differ in many respects, because they focus on different aspects of the
security problem, or because they make different assumptions about what consti-
tutes a secure database or because they make different assumptions about the object-
oriented model.

The taxonomy proposed in this paper may be used to compare the various mod-
els: Models that focus on specific issues may be positioned in the broader context
with the aid of the taxonomy. The taxonomy also identifies the major aspects where
security models may differ and indicates some alternatives available to the system
designer for each such design choice. Lastly, we show some implications of using
specific alternatives.

Since differences between models for secure object-oriented databases are often
subtle, a formal notation is necessary for a proper comparison. Such a formal no-
tation also facilitates the formal derivation of restrictions that apply under specific
conditions. The formal approach also gives a clear indication about the assumptions
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made by us—given as axioms—and the consequences of those assumptions (and of
design choices made by the model designer)—given as theorems.

Keywords: Multilevel secure databases, Information Security, Formal Security Mod-
els, Object-orientation

1 Introduction

A number of models for multilevel secure object-oriented databases has been pro-
posed. The variety exhibited by the proposed models is an indication of the great
number of possibilities that exist.

In this paper, rather than proposing another model, we approach the design of a
secure object-oriented database by structuring the issues that should be considered
when such a database is designed. This makes it possible to compare the exist-
ing models in a structured way to highlight the real differences. Specific choices
for the discussed issues influence choices elsewhere in a given model: the struc-
tured approach allows one to consider these effects systematically. A number of
these effects are given and proven in this paper. The structured approach further
allows researchers to focus on specific issues, rather than on a whole model at a
time. Lastly, the described structure may be used to generate new models for secure
object-oriented databases; this has been done in [15] and [18].

Unfortunately, classifying such models is not an easy task. As Sandhu put it
[20]: “The underlying assumptions adopted by each one and their motivating forces
are somewhat different. This makes a relative comparison difficult since different as-
sumptions and motivations inevitably lead to different design trade-offs.” This does
mean that the taxonomy proposed by us may not be universally accepted. How-
ever, if this paper prompts someone to design a model that does not fit the proposed
taxonomy, the taxonomy also serves a purpose.

The paper by Varadharajan and Black [25] follows a similar approach to this
paper: they indicate some issues that are relevant when designing a secure database
model and also consider some of the alternatives that are available for each issue.
However, their approach is less formal and less general than ours.

The next section introduces existing work on security models for object-oriented
databases, before the taxonomy is described in the following sections. Section 3
describes the deductive approach we follow: definitions and axioms are given from
which theorems regarding secure database models will be proven. Section 4 con-
tains a structured list of the parameters available to the designer of a secure database
model. Further, the axioms and definitions given earlier are used to derive the im-
plications and limitations of choices available to the designer. Section 5 places the
modeling stage (addressed by this paper) into context by looking at other stages in the
development of a secure database. Section 6 discusses remaining (complex) issues
not covered by the current paper, such as polyinstantiation and inference.

The primary original content of this paper is its structured approach to the design
of secure object-oriented database models, simplifying the generation of new models
and putting other research efforts into (a) context. In addition, the restrictions for



classification of related entities (see parameter X2.3 later) are more comprehensive
than restrictions given by other authors. Further, the notation employed by us to
describe dynamic labeling (see parameter X3 later) has not been used for this purpose
before and some of the possibilities we give for this parameter are also original.

2 Security in object-oriented databases

The following security models serve as examples for our discussion. Here we only
mention the models; specific issues will be addressed when the design parameters
are discussed.

e SODA[7, 8] is a modelfor a secure database based on a general object-oriented
model. Objects or instance variables are assigned ranges of sensitivity levels.
Subjects are assigned clearance levels. Every message that travels through the
system, carries with it a current sensitivity level and a clearance level. The cur-
rent sensitivity level is adjusted whenever an object or variable with a higher
sensitivity is accessed. Rules, based on the current sensitivity level and the
clearance level of a message and on an object’s or variable’s sensitivity level,
determine whether the method should be permitted access to an object or vari-
able.

e SORION [24] is based on the ORION object-oriented data model. Entities
in the system (subjects, objects, variables, messages, etc) are assigned security
levels. An extensive list of properties is given constraining assignment of levels
to entities. A given security policy constrains access to protected items based
on these security levels.

¢ Lunt has given some initial properties for a multilevel object-oriented database
system [11]; here we will refer to these properties as the Lunt model. The
properties specify minimum requirements for a secure database based on a
general object-oriented data model.

e Views [6] allows an object to display different “views” of itself to other objects.
This is done by restricting from which other objects any given method may be
invoked. An alternative approach for defining views is given in [21]: multiple
interfaces may be defined for a single object. A ‘client’ object may then de-
cide through which view it wants to access the object. The first approach is
more applicable for our purposes since it is precisely specified through which
interface a given client object is permitted to access the protected object. Note
that the use of views in relational databases for security is well-known, see for
instance [12].

e The access control language of Mizuno and Oldehoeft [14] is based on ex-
tended access control lists (ACLs): a four-tuple ACL entry specifies (1) which
user may activate a method, (2) through which class the request may come,
(3) through which specific object (class instance) the request may come and
(4) lastly names the protected method.

e SECDB [17]is based on the Path Context Model (PCM) [2, 3, 4, 16]. A profile
object is associated with every protected entity. A request collects baggage as
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it moves through the system. Before a request is allowed to access an entity,
the baggage carried by the request is considered by the entity’s profile object;
based on this baggage, the request is either allowed to proceed, or rejected.
When a protected entity is accessed, that entity’s profile is tagged to any mes-
sages subsequently sent. Rules specify how the protection of other entities
are influenced when they are accessed by a message that has such associated
profiles.

¢ In the law-based approach as proposed by Minsky [13] a set of Prolog rules or
laws may be specified to manage the exchange of messages in the system. This
approach is intended to describe general aspects of object-orientation such as
inheritance; it can be used to describe security restrictions, but is too general to
be practical for this application. We include it nonetheless because the ability
to give constraints based on logic rules is useful, amongst other to control the
assignment of sensitivity levels and to ensure integrity in general.

3 Approach

Our goals are twofold. Firstly we want to give a classification structure that will en-
able one to compare different models for secure object-oriented databases. Secondly,
we want to indicate some implications of the possible choices one can make.

To realise the first goal, we give a number of design parameters—issues one
should consider when designing a model. We give eight such design parameters that
represent the major issues for consideration. These eight parameters are grouped into
three categories:

X1 Labeling semantics: Underlying modeandProtection interpretation

X2 Structural labeling: Protectable entitiesLabel instantiationand Relationship
restrictions and

X3 Dynamic labeling: Authorisation flowSensitivity flovandinformation flow re-
strictions

For most of these design parameters we list a number of alternatives that are avail-
able. These parameters are described in detail in section 4.

Implications of choosing a specific alternative for a design parameter are given
as theorems. Some proposed models already describe restrictions to their models
[24, 11]; often it is not clear whether a model imposes such restrictions because
they simplify the model in some way, or because they are necessary to ensure that
security is not compromised. Further, itis not clear from those models how generally
applicable such restrictions are, in other words do the restrictions still apply if some
aspects of the model are modified? To address these problems, our assumptions are
given as axioms; for theorems the circumstances under which they apply are given.

In order to classify and analyse models, the meaning of terms have to be clear;
we describe the important terms as definitions. It is important to note that we do
not claim that our definitions are the only proper definitions of the terms; nor do we
claim that our classification structure gives the final word on secure object-oriented



database classification. We do claim that if our definitions fit a given model, that
model may be classified using the described classification structure and, also, that
the given theorems are valid for such a model. We also hope that our definitions and
classification structure will prompt researchers to investigate models that do not fit
these definitions or the classification structure.

We now define a secure database for the purposes of this discussion.

Definition 1 (Secure database)An object-oriented database is secure if
1. No subject is able to obtain information without authorisation;
2. No subject is able to modify information without authorisation;

3. No mechanism exists whereby a subject authorised to obtain information can
communicate that information to a subject not authorised to obtain it; and

4. No subject is able to activate a method without authorisation.

This definition does not allow any covert channels—neither storage, nor timing
channels—which may mean that it is too strict for practical use. However, these
points cover the four primary issues addressed by models for a secure database. Is-
sues (1) and (3) are normally addressed by models to enforce mandatory security,
while issues (1), (2) and (4) are usually addressed by models to enforce discretionary
access control (see section 6.3).

In the remainder of this section we introduce notation and list the axioms that
reflect the relevant assumptions we make about object-orientation. See [26] and [9]
for an introduction to the object-oriented paradigm. Our view of this paradigm comes
from the Smalltalk programming language [5].

An objecto is a set of facets (methods, instance variables, etc)—ie if a
method ofo, we will denote it bym € o; similarly, the fact thab has an instance
variablev, will be denoted by writing) € o. The system consists of a set of objects.

We will refer to this set ag/. (More preciselyp is the name of the corresponding
variable,m is the signature of the corresponding method aadditionally contains
a unique identifier that distinguishes it from all other objects in the syéigm

For the purposes of this paper a class is considered as a template for its instan-
tiations; similarly the facets of a class are viewed as templates for the facets of the
instantiations of the class. Note that in many object-oriented systems (including
Smalltalk, our reference paradigm for this paper) classes are also objects (they are
instances of metaclasses) and are therefore also membéfs dhey also have
facets (class methods and class variables) that behave like their object counterparts.
If a class is indeed an object, any remarks made about objects also hold for classes.
However, as stated, the tewtassin this paper is used to refer to the ‘template func-
tion’ of a class, to address specific issues concerning this aspect.

Let C be the set of all classes.

For any class: € C, we will denote the set of superclassescdfy supg). In
the case of single inheritancaypg) will consist of a single element. For any object
o € U we will denote the class of by classp).

The assumptions we make about object-orientation are now stated as axioms.



Axiom 1 If an objecto is in the system, then the classfs also in the system;
formally
o€ U — class(o) € C

Axiom 2 Any facetr of an objecb € U is also a facet of the class of formally
x € 0— x € class(o)

Axiom 3 If a classc has a facetr, any instance» of ¢ will also have the facet;
formally
(x €c)N(JoeU)le=class(o)] = x €0

Axiom 4 If a classc is in the system, then all the superclasses afe also in the
system; formally
ceC — (Vd € sup(c))[d € C]

Axiom 5 For any class: € C, if x is a facet of a superclass oefthenz is a facet of
c (it is either inherited or re-defined); formally

desup(c) Nz ed—z€Ec

These axioms do not model polyinstantiation—we will return to polyinstantiation
later (see section 6.1).

4 Design parameters

This section describes design parameters for a secure object-oriented database. Pa-
rameters are grouped into the three categories

e Labeling semantics;
e Structural labeling; and
e Dynamic labeling.

To avoid confusion, we will use the teremtity to refer to a passive item in a
computing system—the terobjectis usually used in the literature for such a passive
item; we will use the ternobjectwith the meaning usually associated in the object-
oriented environment. The tersubjectis used to refer to an active item. Referring
to the mathematical notation introduced earlier, an entity can be any objegtiin
can be any class if; it can also be any facet of such an object or class; formally the
set of entitiesF is defined as follows

E=UU{(z,0)lt€conocU}UCU{(z,c)lr €echceC}

Note that not all models allow all entities to be protected (see X2.1).

In a security modesubjectsnormally send requests &ntities In the object-
oriented environment an object is both the target for requests (ie it acts as an entity
in the security sense) and an object is the issuer of requests to other objects (ie it
acts as a subject). Consider any message. We will use thestésjmctto refer to
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the object that sent the message under consideration or, depending on the model, to
refer to the sequence of objects that were involved in the sending of the sequence of
messages prior to the message under consideration; the first item in such a sequence
is usually the human ‘object’ that initiated the chain of messages; the other items
are normal objects that received a message and then sent messages to other objects.
We expand on this description when we discuss the underlying model (X1.1) and the
flow of authorisation (X3.1). Although the precise definitionsobjectdepends on

the specific security model, we will assume that it is defined and that.% seall

such subjects exists; the exact compositiorbofiill be discussed later. The term
entityrefers to an object, method or variable (or other facet) in the role of receiving
the message under consideration.

4.1 Labeling semantics

We use the terrtabelingto refer to the assignment of a security category to an item.
In the case of a subject@earanceis usually assigned. In the case of an entity a
sensitivityor classificationis usually assigned.

Two aspects deserve consideration under the hedalming sematics

(X1.1) The model on which labeling is based; and

(X1.2) Exactly what is protected if an item is labeled.

X1.1 Underlying model

The model on which labeling is based falls in one of three broad categories, or a
combination of some of these categories:

e Explicit levels sensitivity levels are assigned to entities and clearance levels to
subjects. These levels are normally integers. Rules determine when a subject
may access an entity; often a subject may read an entity if the subject’s clear-
ance level dominates the entity’s sensitivity level. In general, the level labels
need not be integers—as long as theelation is defined for (some of) the
labels associated with the subjects and the entities. In many models the same
label act as an indication of an item’s clearance when viewed as a subject and
its sensitivity when viewed as an entity.

e Access control list§ACLS) are lists associated with entities, containing the
identities of subjects that are authorised to access the entity. Extensions of
ACLs have been proposed that do not only contain the identity of authorised
accessors, but also the path such a request has to follow; see for example [2,
14].

e Capabilitiesare non-forgeable identifiers possessed by subjects. Such a capa-
bility is similar to a key for a padlock: a subject will be allowed to access a
protected entity only if it presents an acceptable capability.

A combination of the first two approaches is popular: Entities are classified using
a sensitivity level and a category. Only subjects with a proper clearance level and be-
longing to the specified category are allowed to access the entity. Classifications thus
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form a (partially ordered) lattice. However, most models based on this combination
ignore the category aspect of the classification, and only address the (fully ordered)
classification levels when developing the model.

With the underlying models in mind, we can consider the set of subfeatsin.
A subject may be an object (including human ‘objects’ using the database), a combi-
nation of objects, etc. The following are examples of subjects (ie elemefistiodt
may be authorised to access an entity

An object with a clearance level that dominates the sensitivity level of

An object in possession of a capability to access

An object listed in the access control listgfor

An acceptable access path (as defined in PCM [3] or Mizuno and Oldehoeft’s
extended access control lists [14]) via which a request may reach

Whichever underlying model is used, it is often necessary to ensure that one
entity is ‘more protected’ than a second entity, implying that only a subset of the
authorised users of the less protected entity is allowed to access the more protected
entity. In such a case we will say that the ‘more protected’ entity Haglzer clas-
sification even if we are not using explicit levels as the underlying model. We will
also say that the classification or clearance of an deminateghat of another item,
meaning that the first has a higher (or equal) classification or clearance than the sec-
ond item. To formalise this, letbj(e) be the set of all subjects authorised to access
e, with subja function

subj : £ — PS

andPS the powerset of.

Note that the definition afubjrepresents a generalisation of the simple security
property of the Bell-LaPadula model [1].

Without defining the sensitivity of an entity formally, we will denote the sensi-
tivity of an entitye by L(e).

Suppose that all the subjects authorised to access an enétg also authorised
to access an entity,, in other words thatubj(e;) C subj(ez). This means that
eithere; ande, are equally sensitive, or ah € S exists that may use, but not
e1, in which casee; is ‘more sensitive’ thares. We will indicate this by writing
L(e1) > L(ez2). Formally

L(e1) > L(eg) < subj(e1) C subj(ea)

Let ;,,, indicate the sensitivity of an entity that may be accessed by all subjects
in the system and.,;,;, indicate the sensitivity of an entity that may be accessed by
no subject in the system. Then, for any entity F,

Llow S L(e) S Lhigh

Because this inequality holds for any entity, fleast upper boundnd thegreat-
est lower boundf any set of sensitivities are defined. (In mathematical termi-
nology, L(F) is a lattice.) We will denote the least upper bound of a sequence



of entitiesey, es, €3, ..., e, DY [e1,e2,¢€3,...,e,], and the greatest lower bound by
le1, e2,e3,...,en].

The functionsubjreturns the subjects that may access a given entity. It is also
useful to define an ‘inverse’ function, indicating which entities may be accessed by
a given subject. For any subject S let ent(s) be the set of all entities that may be
accessed by. Formally,entis a function

ent : S — PE
whereP E denotes the powerset éf and, for alls € .S

ent(s) = {e € E|s € subj(e)}

X1.2 Protection interpretation

The second aspect regarding labeling semantics is the question exactly what is pro-
tected if an item is labeled. Some models attempt to protect the fact that an item
exists, while others protect the contents of an item; Smith [22] identified three “di-
mensions of protection”, where

1. The data is classified;
2. The fact that the data exists is classified;
3. The rule for classifying is itself classified.

We will refer to the models that hide the existence of data as existence protection and
to models that only protect the contents against illegal access as access protection.
Note that, in the case of access protection, users may know that a variable or method
exists, but will get ‘access denied’ error messages when they try to activate a method
or read or modify an instance variable without authorisation. Further note that the
use of access protection presents a possible covert channel—a highly cleared subject
may create an object under certain circumstances, and an uncleared subject may
observe the fact that this object has been created (even though not able to access it)
[10].

Definition 2 In an existence protected modtie fact that a labeled entity exists is
hidden from unauthorised subjects.

In an existence protected model, if the existence of one entity implies the exis-
tence of a second entity, then the sensitivity of the first entity must be at least as high
as that of the second—ie

Lemma 1 In an existence protected model, if
(e1re EYN(ea€e E)N(es€ EYN...N(en € E) — f€e E

ands € subj(e;) for everyi thens € subj(f).
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If this were not the case then a subject cleared to access eyeyt not f,
will be able to infer thatf exists, contrary to the definition of existence protection.
This fact, together with the axioms given earlier, leads to a number of interesting
theorems—see later.

To illustrate existence protection, suppose that a classLBYEECLASS has a
protected methodNCREASESALARY ; unauthorised subjects will simply not ‘see’
this method in the class. Since an unauthorised subject cannot determine that this
method exists, it cannot possibly access it. Similarly, this class may have instances
‘John’ and ‘James’. A subject cleared to access John'’s information, but not James'’s,
will simply not know that James exists.

One advantage of existence protection is illustrated by the following example:
If a subject can see thaMPLOYEECLASS has a GTUNDERCOVERASSIGNMENT
method, the user will be able to infer that some employees have undercover assign-
ments even if the user is not able to activate that method.

A disadvantage of existence protection is that a subject that does not know that
an object already exists, may create it; in the example above, a subject that does not
know about John’s existence may insert a John object into the database—if the create
request is rejected, the user will infer that the object existed, contrary to the labeling
interpretation. This interpretation therefore necessitates polyinstatiation with its as-
sociated problems (see section 6.1). A similar problem occurs when a subject defines
a class that already exists without the subject knowing.

Conjecture 1 An existence protected model must support polyinstantiation.

Lunt (amongst others) uses existence protection. Property P3 of SORION also
appears to have this objective.

In some cases existence protection is not practical. One example is when sensi-
tivity cannot be pre-determined; for example when it depends on

e Content;
e Context; and/or
e Time.

In the case of content-dependent sensitivity the sensitivity varies according to the
content of the item: a salary may be classifsedretif it is below $100 000, butop
secretif it is above that amount. Context-dependent security addresses the aggrega-
tion problem: the sensitivity of a combination of entities are often higher than that
of the individual entities. As an example, the list of employees in a firm may be un-
classified, the list of salaries earned maysbkeret but the list of employees with the
salary each earns may b#p secret An example of time-dependent sensitivity is a
military database entry containing the date on which the enemy will be attacked—it
will be top secretup to that date but unclassified after that. In these cases existence
protection may be meaningless: if a subject is allowed to access#RS variable

in one object and the& ARY field does not exist in another similar object, it is easy

to infer that the particular variable does in fact exist, but is classified. Thuraisingham
[24] gives some solutions to this problem, but it still does not solve the problem that
the existence of hidden items may be inferred.
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Definition 3 In an access protected mogen unauthorised subject is not allowed
to access a protected entity; ‘not allowed to access’ means that

¢ Any unauthorised message sent to a protected object will fail;
¢ Any unauthorised message sent to a protected method will fail; and

e Any method attempting to access (read or write) an instance variable illegally
will fail.

Note that ‘accessing an object’ does not include passing that object as a parameter;
a message that is not authorised to acces an object may pass it as a parameter when
it sends a message to another object.

Some underlying models are only aimed at preventing an unauthorised subject
from obtaining information from a protected entity (compare the simple security
property of Bell-LaPadula [1]). Information flow restrictions (X3.3) then restrict
the locations where information may be sent or written (compare the *-property of
Bell-LaPadula). To accommodate these models, we allow a weak form of access
protection whereaccesameans obtaining information with the aid of a method or
readinga variable.

Some remarks on message failing. Note that failing does not only occur in access
protection: In an existence protected model, an object may receive a message from
an authorised subject and activate the corresponding method. If this method now

e Sends a message to an object that does not exist as far as the original subject is
concerned;

e Sends a message to another method that does not exist as far as the original
subject is concerned; or

e Accesses a variable that does not exist as far as the original subject is concerned

then, in any of these cases, can the message sent by this subject not complete.

For consistency, if a message fails for security reasons, we will assume that it
behaves exactly as if it fails in the case where the object, message or variable really
does not exist. One possibility is to return a special valill@vhenever a variable
is read that does not exist (or is hidden) and to ignore any attempt to write a value
to a non-existent (or hidden) variable. Similarly, messages to such non-existent (or
hidden) methods may just be ignored, and the vailmay be returned by any such
message from which a return value is expected. This solution could be dangerous be-
cause errors in the database software could be overlooked; other solutions should be
investigated. Further, if a variable contains a value for some subjectsldiod oth-
ers, the model employs a form of polyinstantiation (see section 6.1)—we therefore
do not devote further attention to this possibility in this paper.

Note that neither existence protection, nor access protection implies that the con-
tents of an object can never be accessed by a subject that is not authorised to access
the object: in the case of a composite object a constituent part may be independently
accessable and have a different (lower) classification; it is then possible that the part
may be accessed by subjects not authorised to access the composite object. This may,
for example, occur where the relationship between two entities is more sensitive than
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the contents of the entities themselves. This aspect will be mentioned again in the
next section and discussed in the section on aggregation.

Further note that existence and access protection are not the only protection mod-
els. Other protection models worth consideration include the following:

e Use existence protection for objects, but hide classes totally from all subjects
(except the database system itself which needs to access it to create instances
of the class). Thus no subject can directly gain information from the class and,
from there, infer information about the instances of the class. In this case the
model will not attempt to limit conclusions about the class, but will attempt to
limit the inferences one can make about one instance of a class by accessing
another instance.

e Use access protection for classes (and therefore do not attempt to hide the
structure of objects), but do hide the fact that an instance exists from a subject
not authorised to access the instance.

We do not consider these possibilities further in this paper.

4.2 Structural labeling

Here we consider the influence of the structure of the data on the labeling of entities.
The object-oriented model has a rich variety of entities with relationships be-
tween such entities. For example, an object isnstantiationof a class; an object
may be araggregatiornor compositiorof other objects; objectsontainvariables and
methods; etc. These entities and relationships describe the structure of an object-
oriented data model.
Three aspects deserve attention:

(X2.1) Which entities may be labeled? Possibilities include objects, classes, meth-
ods and instance variables.

(X2.2) How and when are entities labeled?

(X2.3) Does the model place restrictions on the labeling of related entities? For
example, is a subclass necessarily more sensitive than its superclass?

X2.1 Protectable entities

A model for a secure object-oriented database must specify which entities may be
protected. In this section we consider some possibilities and indicate implications of
allowing certain entities to be protected. Examples of protectable entities are objects,
methods, instance variables, classes, class methods, class variables, etc.

If only objects are allowed to be labeled, the whole object has the same sensitiv-
ity; we will refer to such an object assingle level objectlf portions of an object (ie
methods and instance variables) may be labeled individually, it provides finer granu-
larity from a security viewpoint. Because the sensitivity of portions of such an object
may be different, we will refer to such an object amaltilevel object

Models that only support single level objects and models that support multilevel
objects have been proposed and both types seem practical [11]. Models supporting
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only single level objects have the benefit of being simple; also many of the relation-
ship restrictions given later (X2.3) are trivial in such a case. On the other hand, it
seems quite natural to label the query and update methods of the same object differ-
ently, because there is an inherent difference between the sensitivities of these two
methods. Similarly, it seems natural to label theRBIAME and SALARY instance
variables of an EPLOYEE object differently, also supporting the case for multilevel
objects.

Multilevel objects present thmultilevel update problenf24]. suppose that some
variables are classified higher (or merely different) than other variables of the same
object. The problem to be answered is at what clearance level must a subject be to
update the object. If the subject is at the high level, and writes variables with a lower
sensitivity, then the subject has ‘written down’ possibly compromising security. If
the subject is at a lower level, it is not authorised to access the more sensitive vari-
ables anymore. The only solutions are to either log out and log in for every concerned
sensitivity or to polyinstantiate some variables (or the whole object). As Thuraising-
ham points out, neither of these solutions is desirable. Note that this problem only
occurs when instance variables are allowed to have a different sensitivity than the
containing object; methods may differ without any adverse effects. Further, see [10]
for a discussion of a number of problems associated with multilevel objects.

Classes also have entities that may be protected. Remember that classes are ob-
jects themselves; they have methods (known as class methods, su&Ease];
they have variables (known as class variables) and they are instantiations of meta-
classes. Therefore any remarks about labeling of objects or their facets also hold for
the ‘object aspects’ of a class. Note that a class variable must be labeled in the class
because it is available to all instances of the class (although the sensitivity in a par-
ticular instance may be higher than the sensitivity specified in the class—see X2.3).
It is also possible to label the ‘template aspects’ of classes (including methods and
variables defined there) with the intention that the given sensitivity label should ap-
ply to all instances of the class, rather than to protect the class itsel—we address this
below (X2.2).

The protectable entities of SODA are instance variables and objects; however
SODA allows either the entire object to be labeled, or the individual instance vari-
ables, but not both.

In addition to the usual protectable entities SECDB also allows ‘layers’ of objects
to be labeled: The class of an object may have many superclasses. Portions of an
object are therefore defined in a number of (super-) classes. These portions form
layers—the innermost layer defined in the ‘highest’ superclass, while the outermost
layer is defined in the (immediate) class of the object. Protecting the outermost layer
corresponds to protecting the entire object in other models; labeling any other layer
protects those portions of the object that were defined in the corresponding superclass
and any of its superclasses.

X2.2 Label instantiation

An object-oriented system is a dynamic system: objects are instantiated and de-
stroyed continually. In order not to compromise security, newly created (instantiated)
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objects must be protected immediately. The initial sensitivity of an entity reflects the
inherent sensitivity of the entity. For example, it can be pre-determined which sub-
jects will be allowed to invoke theNCREASESALARY method of an EIPLOYEE
object. Normal database activities will have no influence on the sensitivity of this
method. Similarly, the inherent sensitivities of the instance variables of such an ob-
ject may be pre-determined reflecting the sensitivity of the value of such a variable
or the sensitivity of the relationship between the object and the contents of that vari-
able. However, some models allow the sensitivity of such a variable to be increased
dynamically if a particularly sensitive value is stored in that variable. Stated differ-
ently, the initial sensitivity of a variable reflects the sensitivity of the ‘container’; in
some cases the ‘contents’ of the variable will be more sensitive than the ‘container’
itself, and at that point the sensitivity of the variable may be higher than its initial
sensitivity. Here we are only interested in the initial sensitivity;dasamic labeling
later for details about re-labeling of entities.

Three primary possibilities exist for determining the initial sensitivity of an ob-
ject.

1. The class must be labeled and the label(s) specified for the class must apply for
all instances of the class;

2. Every object (and possibly its variables and methods) must be explicitly la-
beled when or after the object is instantiated; [25] proposes that the method
that instantiates a new object may specify the sensitivities of the interface vari-
ables (parameters) from which the class of the new object may then derive the
sensitivities of all instance variables; or

3. Constraints may be specified—ie separate (logic) rules that determine the sen-
sitivity of a newly instantiated object and then ensures that the entity is sensi-
tivity labeled immediately.

Of course, a combination is also possible with default labels derived from the class
and individual labels given after instantiation where the default labels do not suffice.
Since it is unreasonable to trust normal methods to sensitivity label a newly in-
stantiated object, and since constraints fall outside the scope of this work, the mech-
anism that will be used in this paper for labeling of newly instantiated objects is
inheritance: mechanism (1) above. SODA and SECDB use this mechanism.

X2.3 Relationship restrictions

The third question—on the labeling restrictions of related entities—leads to some
interesting results. The relationships to consider are:

e Aggregation The relationships that exist between an object and its facets
(name, instance variables, methods);

e Instantiation The relationships that exist between a class and its instances;
e Inheritance The relationships that exist between a class and its subclasses;

e Composition The relationships between objects that are combined into a larger
object;
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e Assaociation The relationships for objects that exist in order to associate two
or more other objects;

e Data structure membershifThe relationships between a data structure (such
as a list) and a member of the data structure; also the relationships amongst
members themselves.

This paper focusses on the first four types of relationships; to address data struc-
tures additional axioms will have to be included for any specific data structure.

Relationship restrictions may be divided irdompulsoryandadditionalrestric-
tions. Compulsory relationship restrictions are those restrictions that a model must
enforce as a result of design choices made elsewhere or as a result of the inherent
object-oriented structure. Additional relationship restrictions are other restrictions a
model may prescribe because they simplify the model or have some other benefit.
We discuss compulsory relationship restrictions first.

The first relationship restrictions we consider, are imposed byatjggegation
of an object. An object encapsulates everything inside it. This implies that a facet
thus encapsulated cannot be accessed by a subject that is not allowed to access the
encapsulating object in the first place. This holds whether the model uses existence
protection or access protection.

Lemma 2 (Encapsulation corollary) The sensitivity of a facet of an object domi-
nates the sensitivity of the object itself,[i&xz, 0)) > L(o) for every facet: of any
objecto. Similarly, the sensitivity of a facet of a class dominates the sensitivity of the
class itself, ieL.({x, c)) > L(c) for every facetr of any class:.

Proof: This lemma follows from the fact that, if a subject is not authorised to access
o, that subject is also not authorised to access any facéb, that iss ¢ subj(o) —
s & subj({x,0)). Therefore, by contrapositive, € subj((z,0)) — s € subj(o).
Hence,subj((z,0)) C subj(o). From the definition of_ follows thatL({z,0)) >
L(o).

The proof for the second part of the lemma is similar. O

This lemma is similar to théacet property(property 3) of Lunt.

Our second group of relationship restrictions are imposeth&antiation the
relationships that exist between a class and its instances.

If the model uses existence protection, both inheritance and instantiation restrict
labeling: If (part of) a class is existence protected, that (part of the) class does not ex-
ist as far as an unauthorised subject is concerned. However, if such an unauthorised
subject is authorised to access a subclass or an instance of the protected class, this
protected information becomes visible to the subject (even if not accessible by the
subject): from the subclass the subject can ‘see’ the names of methods, instance vari-
ables and even the composition of the superclass; similar information can be gathered
from an instance about the concerned class. This motivates the next theorems.

Lemma 3 In an existence protected model, the sensitivity of an instance must dom-
inate the sensitivity of its class, ie

(Vo € U)[L(0) > L(class(0))]
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Also, the sensitivity of a facet in an instance must dominate the sensitivity of the facet
in the class and also dominate the sensitivity of the instance itself, ie

(Vo € U)(Vz € 0)[L({x,0)) > [L({z, class(0))), L(0)]]

Proof: From axiom 1 we know that € U — class(o) € C. SinceU C E and
C C E, it follows that, for every € U,

o€ E — class(o) € E

Applying lemma 1 proves thdi(o) > L(class(0)).

From axiom 2(z;0) € E — (z,class(o)) € E. Applying lemma 1 to this
provesL((z,0)) > L({z, class(o))). From lemma 2 follows thak ({z, 0)) > L(o0)
and therefore

(Vo € U)(Vz € 0)[L({x,0)) > [L({z, class(0))), L(0)]]

a

From the discussion on label instantiation above (X2.2) we may assume that
similar restrictions exist for the access protected model. We state this as an axiom.

Axiom 6 In an access protected model, if a class (including variables and methods
defined in that class) is sensitivity labeled, the intention is that such labels should
apply for all instantiations of the class; in other words, the sensitivity of an instance

must dominate the sensitivity of its class; and the sensitivity of any facet of an in-
stance should dominate the sensitivity of that facet as defined in the class.

From lemma 3 and axiom 6 above we have

Theorem 4 (Instantiation restriction) The sensitivity of an instance must dominate
the sensitivity of its class, ie

(Vo € U)[L(0) > L(class(0))]
Od

Property 2 of Lunt (when interpreted for classes and instances) and property P7
of SORION are the same as our instantiation restriction (theorem 4).

Theorem 4 constrained the sensitivity of an instance of a class. The following
theorems constrain the sensitivity of a facet of such an instance.

Theorem 5 In an existence protected model, the sensitivity of a facd#tan object
o is given by
L((z,0)) = [L({z, class(0))), L(0)]

Proof: Let ¢ = class(o). From lemma 3,L({x,0)) > [L({z,c)),L(0o)]. Thus
subj({x,0)) C subj({x,c)) N subj(o). Lets € subj((x,c)) N subj(o). Then
s € subj((z,c)) ands € subj(o). From axiom 3, since € U andc = class(o) and

16



x € ¢, the factthat: € oisimplied. According to lemma X, € subj({x,0)). There-
fore subj(o) N subj({x,0)) C subj((z,c)). As indicated earliersubj((x,0)) C
subj((x, c)) N subj(o). Thereforesubj({x,0)) = subj({x,c)) N subj(o), and thus

L({z,0)) = [L((z, class(0))), L(0)]
g

The practical implication of this theorem is given in the following corollary.

Corollary 6 In an existence protected model, the only way to adjust the sensitivity
of a facetz of an objecto from its inherited sensitivityZ4{((x, class(o)))—is by
increasing the sensitivity of the entire object

|

Theorem 7 In an access protected model, the sensitivity of a faagftan objecto
dominates both the sensitivity of the facet in its class and the sensitivity of the object
itself, ie

L((z,0)) = [L({z, class(0))), L(0)]

Proof: From lemma 2, we know thdt((z,0)) > L(o). From axiom 6 follows that
L({x,0)) > L({x, class(0))). O

Our third group of relationship restrictions are imposedrheritance the rela-
tionships that exist between superclasses and their subclasses.

Lemma 8 In an existence protected model, the sensitivity of a subclass must domi-
nate the sensitivity of its superclass(es), ie for any class

(Vd € sup(c))[L(c) = L(d)]

Proof: This proof is similar to the proof of the first part of lemma 3. O

Axiom 7 In an access protected model, if a class (including variables and methods
defined in that class) is sensitivity labeled, the intention is that such labels should be
inherited by all its subclasses (unless the variable or method is re-defined, in which
case it may be re-labeled); in other words, the sensitivity of a subclass must dominate
the sensitivity of its superclass(es); and the sensitivity of any fahetitedfrom a
superclass should dominate the sensitivity of that facet in the superclass.

Note that this axiom does not apply to SECDB: if a class is labeled in SECDB,
the intention is that that label should be applied to the corresponding layer of any
instance of that class or of any instance of some (eventual) subclass of the labeled
class. Results based on this axiom will thus not hold for SECDB.

From lemma 8 and axiom 7 above we have

Theorem 9 (Inheritance restriction) The sensitivity of a subclass must dominate
the sensitivity of its superclass(es), ie for every cltassU

(Vd € sup(c))[L(c) = L(d)]
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|
Property 2 of Lunt (when interpreted for superclasses and subclasses) and prop-
erty P9 of SORION are the same as our inheritance restriction (theorem 9).

Lemma 10 In an existence protected model, if any class U inherits a facetr
from a superclasg’ € sup(c) or re-defines a facet that occurs in a superclass
then

L((z,c)) = [L({x,d’}), L(c)]

Proof: This proof is similar to the proof of the second part of the lemma 3. O

Property 4 of Lunt (when interpreted for superclasses and subclasses) is the same
as lemma 10.

Theorem 11 In an access protected model, if any class U inheritsa facetz from
a superclasg’ € sup(c), then

L((x,c)) = [L({x,d’}), L(c)]

Proof: This proof is similar to the proof of the second part of the lemma 4. O

Multiple inheritance is supported if the data model allows a class to, simultane-
ously, be a subclass of more than one superclass. In general, if multiple inheritance
is supported it is necessary to specify which facet (variable or method) will be inher-
ited if it is defined in more than one superclass. In the case of existence protection
problems may occur: Assume that a subject is cleared to access facglasscl.
Assume further that class3 is a subclass of both classe$ andc2. If the subject
does not see the facetin c3 it implies that facet is inherited fromc2. The sub-
ject can therefore infer that facetexists in bothc2 andc3, although the subject is
not cleared to know about the facet's existence. This is addressed by the following
theorem.

Theorem 12 (Facet inheritance restriction) If, in an existence protected model,
is a facet of a clasg and = also appears in (at least) one superclass:othen the
sensitivity of(z, ¢) is bounded as follows, for every superclass sup(c) that has
a facetz

L(¢) < L({z,¢)) < [L({z.d)), L(c)]

Further, if z is inherited from a specific superclags € sup(c), then, for every
superclassl € sup(c) that has a facet:

[L((x,d)), L(e)] < L((x,¢)) < [L((z,d)), L(c)]

Proof: The fact thatL(c) < L({x,c)) was stated in lemma 2. The fact thatuzif
is inherited from a specific superclads then|[L({z,d’)), L(c)] < L((z,c)) was
stated in lemma 10.

To prove the rest of the inequality, ie to prove

L({z,¢)) < [L({z,d)), L(c)]
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select anyd € sup(c) such thatr € d. According to axiom 5 this implies that
x € c. According to lemma 1 for any € S for which boths € subj({x,d)) and
s € subj(c) it must also hold that € subj((z,c)). Thuss € subj((x,d)) N s €
subj(c) — s € subj({(z, c)) and therefore

subj((x,d)) N subj(c) C subj({x,c)) (1)

Now assume, contrary to what is being proven, thdt:, ¢)) > [L({z,d)), L(c)].
ThenL({z,c)) > L({x,d)) andL({z,c)) > L(c). From the definition of it fol-
lows thatsubj ((x, c¢)) C subj({z,d)) andsubj((z,c)) C subj(c). Thus we have

subj((z,c)) C subj({z,d)) N subj(c)

which contradicts equation 1 and proves the theorem. O

This theorem makes a number of statements about inherited (and re-defined)
facets in an existence protected model. Some of these statements are given in the
next corollary.

Corollary 13 In an existence protected model

1. If aclassc inheritsa facet(z, c), the sensitivity ofz, ¢) may only be different
from its sensitivity in the superclass whef(x, c¢)) = L(c); in other words, the
only way to increase the sensitivity of an inherited faaet), is by increasing
the sensitivity of the entire class (Corollary 6 made a similar remark about
instances.)

2. The sensitivity of ae-definedfacet(z, ¢c) must be dominated by that of every
like-named facet in any superclass @fwhenever the sensitivity of the like-
named facet dominates the sensitivity.of

3. If a facet is defined in only one superclass of a given ctaés the class
¢ has only one superclass, or the object-oriented model only allows single
inheritance), that facet may be inherited without any problems; the sensitivity
of the inherited facet will be the least upper bound of its sensitivity in the
superclass and the sensitivity of the class

4. The sensitivity of an inherited facgt, ) must be dominated by the sensitivity
of all like-named facets in superclassescpfvhenever the sensitivity of the
like-named facet dominates the sensitivity.of

O
The last point of the corollary above indicates two strategies an existence pro-
tected model may follow to prevent the problems presented by multiple inheritance:

1. Ensure that the like-named facet with the lowest sensitivity is always inherited;
or

2. Ensure that the sensitivity of a subclass is an upper bound for the sensitivities
of all concerned facets in superclasses.
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Strategy 1 is only feasable if a facet with a lowest sensitivity does indeed exist; if the
sensitivities are partially ordered the existence of such a facet is not guaranteed. Of
course, a model may also solve these problems by disallowing multiple inheritance.
Property 5 of Lunt requires that the facet with the lowest sensitivity must be
inherited—ie strategy 1 above. Properties P15 and P16 of SORION require that the
facet with the highest sensitivity must be inherited—contradictory with this theorem.

Next, we consider the implications of two objects that are related because one is
part of the other object, or because the two objects are associated in some other way.
To simplify matters, we will assume that one object contains (in one of its instance
variables) the object identifier of the other object; the object identifier is a unique
value associated with every object. All the properties previously derived for facets
of an object also hold for the object identifier.

Note that the sensitivity of an object is not important if that entire object is re-
trieved from a variable, passed as a parameter to another object, etc. Since the object
is an encapsulated unit it still has its original protection wherever it is moved, copied
or stored; access to ttententsof the object (such as its variables and methods)
is what is protected: a retrieved object cannot even be compared to another object
without using one of the methods of the concerned object(s). This holds for both
existence and access protection. In the case of existence protection the ability of a
subject to retrieve an object without permission to access the object will not compro-
mise security: without accessing the object the subject will not be able to determine
whether the retrieved object is thé object (indicating that no actual value was con-
tained in the variable) or some actual object. The subject is therefore not able to use
this ability to make any inferences about the existence of objects.

However, suppose that a subject can retrieve an object identifier (and not the ob-
ject as a whole). Further suppose that the subject can ‘inspect’ the identifier before
attempting to access the corresponding object. Then the subject may infer that an
object exists (a problem in the case of existence protection). Further, by comparing
this identifier with other identifiers obtained from other variables it becomes possi-
ble to make complex inferences (see section 6.2). An access protected model that
allows subjects access to object identifiers can simply inform the user that access is
not permitted if the subject is not properly authorised to access the identifier (but,
possibly, the variable itself). In the case of existence protection most subjects will
have access to thel object—therefore if access to an object identifier is denied the
subject will be able to infer that the accessed object imii@nd make the inference
that some other object exists—contrary to the definition of existence protection. This
is covered by the next axiom.

Axiom 8 In an existence protected model that allows direct manipulation of object
identifiers, any subject authorised to access a variable, must also be able to access
the object identifier of the object contained in the variable. The sensivity of any such
variable is the least upper bound of that of the variable itself and the sensitivity of
the contained object identifier.

However, since the sensivity of a variable in an existence protected model is
uniguely determined by theorem 5, this means that the sensitivity of the contained
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object cannot exceed that of the containing variable:

Theorem 14 In an existence protected model that allows direct manipulation of ob-
ject identifiers, the sensitivity of a variable dominates the sensitivity of the object it
contains, ie if variabley of objecto, contains objecb; then

L(0i) < L({v, 00))
Proof: If i is the object identifier of objeet; then it follows from lemma 2 that
L(oi) < L((i, 04))

From axiom 8 we know that the sensitivity of varialile o,), while it contains
objecto;, is the least upper bound of the sensitivity of variapleo,) itself and the
sensitivity of the contained object identifier. However, according to theorem 5 the
sensitvity of variabl€v, o,) (irrespective of its value) is precisely determined by the
sensitivity of that variable in the clas& (v, class(o,)))) and the sensitivity of the
variable’s object [.(0,)). Therefore the the sensitivity of a variable cannot be more
than its labeled sensitivity, which means we must have

L({i,0)) < L({v, 00))

Therefore
L(o;) < L((i,0i)) < L((v, 0y))

which proves the theorem. O

Note that this theorem deals with a static situation: viewed at any specific instant
the contents of a variable cannot be more sensitive than the variable; however, it may
be possible tincreasethe sensitivity of a variable when more sensitivity is required
(if the circumstances of theorem 5 apply, the sensitivity of the variable is increased by
increasing the sensitivity of the entire object). This is addressed later when dynamic
labeling (X3) is discussed.

Properties P18 and P19 of SORION state that the sensitivity of an aggregate
object dominates the least upper bound of all its components. Since SORION uses
single level objects, this property corresponds to our theorem 14. One may conclude
from property P3 of SORION that SORION does use existence protection and that
it allows direct access to the object identifier (or “object name” as referred to in
property P3). (Note that property P20 of SORION makes a similar remark about the
sensitivity of relationship objects—aobjects that solely exist to relate other objects;
our axioms about object-orientation do not make separate provision for such objects;
however if relationship objects are seen as special cases of objects theorem 14 does
make a statement about such objects.)

We conclude our discussion of compulsory restrictions with a few remarks about
restrictions imposed by data structure membership. In an array-like structure it is
usually possible to infer the structure of one element from that of another. This in-
dicates that all members of the array must have the same sensitivity in an existence
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protected model. Of course, if the elements of such a data structure are not nec-
essarily homogeneous, this requirement may be dropped. We do not address the
sensitivity of elements of data structures in detail in this paper, but give one last ex-
ample: property P4 of SORION specifies that the sensitivity of a ‘set object’ is the
least upper bound of the sensitivities of the element objects.

The labeling restrictions above raises two questions:

1. The discussion above deals with the sensitivities of classes, objects, variables
and methods. What if the model support fewer or additional protectable entities
(parameter X2.1); and

2. Is the list of restrictions given complete, or are some restrictions overlooked?

The first question is relatively simple: If some of the entities that we used are
not labeled explicitly by a model, they must be labeled implicitly and the conse-
qguences of that labeling taken into account. For instance, if single level objects are
used then, although the facets of objects are not explicitly labeled, the intention is
that all facets have the same label as the containing object and facets must conform
to the restrictions given. As a slightly more complex example, assume that classes
are not labeled for some reason (say, because, they are protected by discretionary se-
curity measures and therefore cannot be accessed by subjects not highly trusted). In
such a case implicit labels have to be derived for classes from the restrictions given;
these (implicit) labels will then affect the labels of other entities that are (explicitly)
labeled. For example, even if classes and facets of classes are not labeled, secu-
rity may be compromised in the following existence protected database: dathn J
and AMES are instances of the same class; both objects haveNFOENTIAL
sensitivity; DHN has a ©p SECRETmethod GETSALARY and a $CRETmethod
GETJOBTITLE, while JAMES has a §CRET method GETSALARY and a TopP SE-
CRETmethod GeTJOBTITLE. Thisis solved by implicitly labeling GTSALARY and
GETJOBTITLE in the class (from the explicit labels in the instances) and ensuring
that the labels of the methods in the instances conform to the given restrictions.

If a model has more protectable entities than the ones we described, they may ei-
ther be special cases of entities that we did consider (such asatienship objects
mentioned earlier), or axioms will have to be added to describe their relationships
with other entities and new restrictions derived for them.

The second question is more difficult to answer (and also more critical if we want
to trust the any model we design). Given the relative small set of axioms and the fact
that we are ony interested in theorems about sensivity levels of related entities, it
may be possible to check that the given restrictions are exhaustive. It may even be
possible to automate the generation of restrictions (or the checking of a given set).
However, this does not solve the problem—how do we know that the axioms cover
all relationships? For example, without axiom 8 it is not possible to prove theorem
14, and it is not obvious from the problem that an axiom such as axiom 8 should
be included. The only solution seems to be to have as many people as possible
proposing axioms and then selecting those applicable to one’s model. Such a brute
force method is not unheard of in the security community—this method has long
been used in cryptology.
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Theorem4: L(o) > L(class(o)) for every objecb € U

Theorem5: L({(z,0)) = [L({z, class(0))), L(o)] for every objecb € U and
every facetr of o

Theorem9: L(c) > L(d) for every class: € C and every superclass €
sup(c)

Theorem 12 : L(c) < L({x,c)) < [L({z,d)), L(c)] for every class € C and
every superclasg € sup(c) of ¢ that has a facet;
[L({x,d)),L(c)] < L({x,c)) < [L({z,d)), L(c)] if ¢ inherited
the facetr from d’ € sup(c)

Theorem 14 : L(o;) < L((v,o0,)) if variable (v,0,) contains objecb; and
the system allows direct manipulation (comparison) of object
identifiers

Table 1: Relationship restrictions for an existence protected model.

Theorem 4 L(o) > L(class(o)) for every objecb € U

Theorem7 L({x,0)) > [L({z, class(0))), L(0)] for every objecb € U and
every facetr of o

Theorem9 L(c) > L(d) for every class: € C and every superclass €
sup(c)

Theorem 11 L({x,c)) > [L({x,d")), L(c)] wherec € C'is any class and a
facet that inherited from a superclass € sup(c)

Table 2: Relationship restrictions for an access protected model.

The restrictions on labeling of related entities described above are necessary be-
cause security will be compromised if the restrictions are not enforced; some models
have additional restrictions because they simplify the model or enhance security in
some other way. We briefly look at some of these.

Some models (eg Lunt property 1 and SORION property P2) specify that basic
objects (or system objects) must have a system-low sensitijty,). If a model
includes such a specification, the model has to specify exactly what is meant by basic
objects or system objects. If such a requirement is not included, the system security
officer and/or the database system have to define the sensitivity of all objects supplied
with the database.

The relationship restrictions imposed on existence protected models are sum-
marised in table 1. The restrictions imposed on access protected models are sum-
marised in table 2.

The relevant restrictions from the Lunt model (in our notation) are given in table
3. Property 6 does not appear in that table because it deals with run-time access
restrictions, which we discuss under the headiggamic labelindater—see equa-
tions 2 and 3. Also note that, since Lunt does not distinguish between a subclass and
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Property 1 L(c) = L, for every system-defined class
L(o) = Ly, for every system-defined object

Property 2 L(c) > L(d) for every class and every superclasse sup(c)
L(o) > L(class(o)) for every objecb

Property 3 L({x,c)) > L(c) for every facet: of any class:
L({x,0)) > L(o) for every facetr of any objecto

Property 4 L({(z,c)) > L({z,d')) for every facetz of any classc where
(x, c) is inherited from a superclags € sup(c)
L({z,0)) > L({x, class(0))) for every facet: of any object

Property 5 L({(z,d')) < L((z,d)) for everyd € sup(c) whenever any class

c inherits a facet: from a superclasg’ € sup(c)

Property 7 L(c) > L({(z,d)) — L({z,c)) < L(c) for every superclasé €
sup(c) of any class: that has a facet
L(o) > L({x, class(o))) — L({x,0)) < L(o) for every facet:
of any object

Table 3: Relationship restrictions imposed by the Lunt model.

an instance of an object, we have interpreted most of the Lunt properties for sub-
classes and for instances. Remember that the Lunt model uses existence protection
and, therefore, table 3 has to be compared to table 1. Lunt’s property 2 is identical to
our theorems 4 and 9. Nothing in [11] necessitates Lunt’s property 1, and therefore
it falls in the additional relationship restrictiorcategory. Lunt’s properties 3, 4 and

7 are easily derived from our theorems 5 and 12 , but the converse is not true. Lunt's
property 5 is stricter than necessary; for those situations where it is required, it can
be derived from our theorem 12.

4.3 Dynamic labeling

This section concerns itself with the flow of authorisation (X3.1), the flow of sensitive
data (X3.2) and the restrictions on such data flows to ensure secrecy despite such
flows (X3.3). Restrictions based on flow of authorisation and flow of information
that a model introduces to ensure that security will not be compromised, represent a
generalisation of the *-property of the Bell-LaPadula model [1].

The dynamic activities in a system may be modeled by the following simple
grammar:

> - M
M — aiT
T — MT]|r|e

Here X represents therimary accessqrin other words the (probably human)
object that sends the original message to the database. The non-telimneake-
sents a message; the productidon— M models the message sent by the primary
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accessor. A message causes a method (of a specific object) to be activated; in the
grammar above; represents such an active object (or, more precisely method-object
pair (m, 0)). The list of activities such an active method performs are represented by
T. The productiom/ — ;T indicates that a specific methog ) is activated on re-
ceipt of a message, after which that method ‘executes’ a list of actilitide latter
production represents a set of productions, each with a differdot every method
that may be activated. The productidh— M T represents the case where a list of
activitiesT' consists of sending a message, before executing some more activities;
the productiorii” — r represents the activity that terminates execution of the active
method and sends a reply to the calling method, while the produ€tiesn e repre-
sents the activity that terminates execution of the active method and returns control
to its calling method without sending a reply to the calling method. Note that the
intention of these productions is not to generate strings, but to reflect events in the
system.
Authorisationflow deals with the question whether and how the clearance of a
subject is influenced by the method activations acting on its behalf—see X3.1.
Information flowdeals with the flow of sensitive information through the system
(as messages) and, more particularly, the restrictions that a model may enforce to
ensure that such information does not flow to somewhere where it is less protected.
As long as an object moves as a unit from one location to another location in
the system (probably as a parameter of a message) information will not be compro-
mised: The object will still have its original sensitivity label; similarly, the methods
and variables of the object will still have their original sensitivity labels. As an
example, suppose that aaSARY object has a RINTSALARY method. A subject
that obtains 8LARY from the BMPLOYEE object will still not be able to invoke
the PRRINTSALARY method if it is not authorised to—even though it obtained the
SALARY it cannot do anything with it. The normal encapsulation feature of object-
orientation, combined with sensitivity labels, provides very natural protection.
However, if, in the example above, the salary was not encapsulatedains®8
object, but rather stored as a normal real number, the value would have no natural
protection once it leaves theMPLOYEE object. A similar problem occurs anywhere
where an object provides methods that return values of instance variables—when the
value leaves the protection of the encapsulated object, security may be compromised.
In the final part of this section we consider restrictions that may be dynamically
applied toinformation flowthrough the system to ensure that, even if such informa-
tion is removed from the encapsulated object, it will still not be exposed to unau-
thorised access. We assume that information retrieved from a variable or object is
as sensitive as the label for that variable or object indicates and that such informa-
tion must stay at least as sensitive wherever it might flow in the system. One cannot
reasonably make this assumption about information obtained via a sensitive method;
another (much less sensitive) method may return the same information. To avoid
such inconsistencies, we only consider restrictions for information flowing from a
sensitive variable or sensitive object. One possibility to include the sensitivity of
methods when considering information flow, is to ensure that any variable is at least
as sensitive as the greatest lower bound of any method that has access to the variable.
We do not investigate this option in the current paper.
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Under dynamic labeling we consider three aspects:

(X3.1) Messages act on behalf of a subject and therefore the clearance of the mes-
sage depend on that of the subject. A model has to specify how the clearance
(or authorisation) of a message is determined.

(X3.2) Messages also carry information—this information may be sensitive, requir-
ing labels. A model has to specify how the sensitivity of a message is deter-
mined.

(X3.3) If some of the sensitive information contained in a message is stored in vari-
ables of the receiving object, it must be ensured that an unauthorised subject
cannot now access the information in this object. This can be ensured by either
re-labeling the object or variable with a suitable label (if the existing labels
are not suitable) or by disallowing information to be saved if the existing la-
bels are not suitable. The model should indicate any flow restrictions and any
conventions for re-labeling.

X3.1 Authorisation flow

Consider the grammar above. Which objects should be taken into account when the
clearance of a message is determined? The following possibilities exist:

1. Consider only th@rimary accessofrepresented b¥);

2. Consider all method activations that have been activated since the original mes-
sage was sent, but ignore those that have already returned control to their call-
ing methods (ie consider all ‘active objects’), including the primary accessor;
or

3. Consider all objects on the access path of the request, ie every method acti-
vationa; that has been activated since the original message was sent, whether
that method has terminated execution or not, including the primary accessor.

In SODA the primary accessor determines the clearance of a message (possibility
1 above).
Lunt’s property 6 states (in our notation)

L(s) = L({m,0)) = L(0) (2)
L(M) = L(s) 3)

wheres € S is any subject{m, o) is a method of object that s wants to execute
and M is a message sent bByto this effect. It seems from this property that Lunt
denotes thelearanceof a subject by L(s); if the clearance of the subject dominates
the sensitivity of the method to be activated, the subject is allowed to activate it (2).
Further, the messagll has exactly the sanmearancethat its sending subject had
(3). It therefore seems that this property indicates that authorisation in the Lunt
model depends only on the primary accessor (possibility 1 above).

SECDB uses the complete access path to determine authorisation (possibility 3
above); however, an individual profile is free to ignore any part of the access path
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when it determines whether access should be granted. As an example why consid-
eration of the entire access path might be useful, consider a stock control system,
where the NVENTORY object may only be asked to issue stock (decrease its current
stock level) if a message have previously been sent to HECRCREDIT method of
the requesting object.

In practice, clearances are assigned as follows for the various possibilities:

Primary accessor: All messages sent (by any method of any object) on behalf of
the primary accessor have the same clearance—that of the primary accessor;

Active objects: All messages sent by a method of an object will have the same
clearance for a given activation of the method; that clearance depends on the
clearance of the object-method pair and on the clearance of the message that
activated the method; and

Access path: The clearance of any message sent depends on all objects and methods
involved anywhere previously in the request.

The clearance of messages are influenced by other objects involved in the request
if either possibility 2 or 3 above is used. As an example, a model may require that
the clearance of a message is not higher than the clearance of any object involved
in the request thus far. To generalise this concept, we introduce semantic actions to
associate a clearance attributec with every message sent. These rules are given
in tables 4, 5 and 6. We also associate a sensitivity attriblitgith every protected
entity e. The possible values of these attributes depend on the underlying model
(X1.1); for the time being we assume that it is possible to determine whether message
M is permitted to access entitygiven the attribites\/.c ande.l. ¥.c denotes the
clearance of the primary accessatc denotes the clearance of an individual method
activation and the functioclear maps the clearance of a message and a method
activation to their combined clearance.

Event Semantic rule
X - M Mc = XY.c
M — oT Tec = Mc
T — MIy | Mc¢ = Tc
Tic = T.c
T — r
T — ¢

Table 4: Semantic rules for message clearance based on the primary accessor

In addition to the method a secure database model uses, it thus have to specify
up to four additional pieces of information:

e The format of the clearance attributes.¢, a;.c andM.c);
e The format of the sensitivity attribute.();
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Event Semantic rule
Y — M M.c = XY.c
M — aT | T.c := clear(M.c,a;.c)
T — MI1 | Mc = Tc
Tic = Tc
T — r
T — ¢

Table 5: Semantic rules for message clearance based on active objects

Event Semantic rule

> - M M.c = XY.c

M — aT | Tic = clear(M.c,a;.c)
Mr = Tur

T — M1 | Mc = Tec
Tic = Mr
Tr = Tir

T — r Tr = T.ec

T — ¢ Tr = Tc

Table 6: Semantic rules for message clearance based on the access path

e For which values of\/.c ande.l messagé/ may access; and
e How clearances are combined, ie defohear.

Having given rules to determine the clearance of a message we will now consider
how the clearance attribute may be used to specify when a given message is autho-
rised to access an entity. As stated earlier, this depends not only on the clearance
attribute of the message, but also on the sensitivity attribute of the entity.

The entities that need protection are methods and instance variables. (The object-
oriented model does not allow direct access to other entities at all.)

In order to model access to instance variables, the following two productions
have to be added to tables 4, 5 and 6:

M — px;
M — gz

These productions model accessing variables by sending messages tdfhempz;

models writing (‘putting’) a variable; (wherex = (v, o) for some object and some
variablev € o). Similarly M — gx; models reading (‘getting’) such a variabig

We assume that accessing a variable does not affect the clearance of a message; these
productions therefore have no semantic actions to modify the clearance attribute; in
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table 6 it is necessary to add the actibhr := M.c to both productions to indicate

that the clearance does not change. It is now easy to attach semantic actions to the
productionsM — a;T, M — px; andM — gz; to let the message fail when access
rights are insufficient; table 7 contains an example of a complete specification of au-
thorisation flow for a model based on explicit levels and using the complete access
path to determine the clearance of a message.

Event Semantic rule

> —- M Mc = X.c

M — T | Te = |a;.c,M.c|
Myr = Tur

if M.c < a;.l then fail
—  px; Mr = M.l

if M.c < z;.1 then fail
— gr; |Mr = Ml

if M.c < z;.1 then fail
T — MTy | Mc = T.c
Ti.c = Mr
Tor = Tir
T — r Tr = Tc
T — € Tr = T.c

Table 7: Example of access checking rules for a specific model

Some concrete examples of the security attributes denoting the clearance of a
subject and the sensitivity of an entity are now given. Note that specific models may
differ from these examples.

Explicit levels: The clearance attribute will typically be an integer indicating the
clearance level of the primary access.d), individual method ¢;.c) or a
messageNl.c). The sensitivity attributee.l for an entitye will also be an
integer. A messag#/ will be allowed to access an entigyif M.c > e.l. The
combination of two clearance levels may be the greatest lower bound of the
two, ie clear(M.c,a;.c) = | M.c, a;.c].

Access control lists: The clearance attribute will typically be the identity of the pri-
mary accessor{.c), the identity of the individual method:{.c) or the col-
lected identities associated with the messagecj. The sensitivity attribute
e.l will be an access control list, giving the identities of subjects permitted to
access the entity. (The access control list may be given explicitly as a list;
SECDB, for example, gives it as a formal grammar.) A messdgeill be
allowed to access an entityif the identities collected inV/.c appear in the
access control list.l. The combination of two clearance attributes may be the
concatenation of the two, ielear(M.c,a;.c) = M.c||a;.c where|| denotes
concatenation.
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Capabilities: The clearance attribute may contain the capabilities presented by the
primary accessorX{.c), the capabilities presented by the individual method
(a;.c) or the capabilities collected by the messagé ). The sensitivity at-
tribute e.l may contain the capability necessary to access efitiy message
M will be allowed to access an entityif the capabilitye.l appears in the list of
capabilitiesM.c presented by/. The combination of two clearance attributes
may be the union of the two, idear(M.c, a;.c) = M.c U a;.c.

As an example SECDB builds a string representing the access path which is sub-
sequently used to verify access restrictions. Therefore the ‘clearance’ of the primary
accessorX.c) and the methodsif.c) arebaggage vectorgepresenting the identity
of the object, the method, the domain (processor) on which the object resides and the
integrity state (or mode) the domain uses while executing the method. These vectors
are concatenated to form strings; the clearance combination furtdéanconcate-
nates its arguments, i@ear(M.c,a;.c) = M.c||a;.c. The sensitivity of any entity
e € FE, represented by./, is aprofile. The profile is given as a formal grammar.
may access only if M.c is derivable in the grammar associated with

Although the informal notion of the set of subjeétsised thus far is sufficient for
our purposes, we are how in a position to formalise it: a subject is any sentential form
ending with an)/ obtainable by a leftmost derivation fromusing the productions
from the grammar above:

S={wM e V*|2 l:;> wM}

whereV represents the alphabet of the grammar. We do not use this definition again
in this paper.

X3.2 Sensitivity flow

A message carries information. Some of that information may be explicit values
in the form of parameters. The mere fact that a message has been sent, is implicit
information about the contents of the database. This information—both explicit and
implicit—might be sensitive. Nobody can access this information while it is carried
by the message; however, the receiver of the message may assign the information
to an instance variable where it is possible to access it. It is therefore necessary to
keep track of the sensitivity of information contained by a message. We will use the
notationLZ (M) to indicate the sensitivity of any messatjewith the same meaning
that L(e) has for any entitye. Later (see X3.3) we will discuss how the current
sensitivity of a message will be used to prevent information from being assigned to a
variable that is not as least as protected as the information contained by the message.
The following rules may be used to keep track of a the sensitivity of a message:

1. The initial message from the primary accessor has low sensititjty, Y be-
cause it does not contain any information;

2. A method starts execution with the sensitivity of the message that activated it;

3. The sensitivity of the method activation is adjusted whenever it receives a reply
after sending a message—the sensitivity is adjusted to the least upper bound of
its current sensitivity and the sensitivity of the reply;
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4. All messages sent by a method activation has the sensitivity currently associ-
ated with the activation; whenever the sensitivity of the method activation is
adjusted, all subsequent messages will be sent with the new sensitivity level;
and

5. Ifthe method sends a reply to its calling method, the reply has the last ‘current’
sensitivity of the method activation.

For the purposes of sensitivity flow, access to variables is modeled in terms of mes-
sages: writing to a variable is done by sending a message to the variable and reading
by sending a message and receiving a response. The sensitivity of the response is
normally the sensitivity of the concerned variable. However, if the object identifier
(and not the object as a whole) is retrieved in an existence protected model, the sen-
sitivity of the reponse is the least upper bound of the sensitivity of the variable and
the sensitivity of the object identifier (see theorem 14).

The rules are formalised in table 8. The suffiagain represents the sensitivity
of an entity; for examplé.l is an attribute representing the sensitivity of message
M. The suffix.uis used to keep track of the sensitivity of information received by
a method that was returned as the result of a message. Theygligethe attribute
value that corresponds to the lowest sensitivity,,. Note that the productions —
gz; (‘get variabler;’) and M — px; (‘put variablez;") have been included again to
model reading and writing of variables.

Event Semantic rule
> —- M M.l = ljw
M — T T. = TJa;.l,M.l]
Mu = [M.I,Tu]
M — pxr; | Mu = Il
M — gr; |Mu = z;l
T — M| Ml = Tl
Tyl = Mwu
Tu = Tiu
T — r Tu = Tl
T — € Tu = liw

Table 8: Semantic rules for message sensitivity

These rules correspond largely to rules 2.1 to 2.4 of SODA. SODA further re-
quires (in its rule 2.3) that the current sensitivity of a method activation must be
increased when a value is written (or “added to a polyinstantiated set”) at a higher
sensitivity level. This restriction is not necessary: any messages that will be rejected
because of this restriction subsequent to such a write may be avoided by reordering
the statements (messages) in the concerned methods. Of course, nothing prevents a
model from including such a specification; it may be included by changing the se-
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mantic rule forM — px; to M.u := z;.I’ wherez;.lI” denotes the initial sensitivity
(see X2.2) of variable;.

Since Lunt does not distinguish between sensitivity levels and and clearance lev-
els, Lunt’s property 6 (see equation 3 above) probably also indicates that the sensi-
tivity of a message is the same as the ‘classification level’ (clearance) of the subject
that sent it. This ‘classification level’ of a message is only defined in that model and
then never referred to again.

An alternative to the rules given above come from [25]: They suggest that it is
possible for a method to start execution at the system-low sensitivity (see our rule 2
above). This may compromise security: methogdmay access a sensitive variable
and based on its value decide to send a message to methdidm, does not access
any variable and send a (non-sensitive) messagestthenms may assign a value
an unclassified variable. If it is known that this sequence of events will only occur if
the sensitive value accessedy has a specific (range of) values, it is possible to
infer whether that variable does indeed have such a value by examining the unclas-
sified variable written byns, contrary to the information flow restrictions discussed
later (X3.3). Of course, if the composition of methods is not public knowledge (and
cannot be inferred) this strategy is viable.

Note that some secure database models partition the set of ehtgigsh that any
subjects € S is allowed to access all the entities in at most one partifipof £, that
isif s; € Sandsy € Sthen eitherent(s1) = ent(s2) or ent(s1)Nent(s2) = 0. Fur-
ther, these models do not transform the subject because of authorisation flow (X3.1)
or, if it does transform a subjest into a subject; 1 when a new method joins the
composite subject, it ensures thatt(s;) = ent(s;+1). In such a model a subject
cannot cause information to flow to a less protected location and it is unnecessary to
keep track of the sensitivities of messages or to restrict information flow based on the
sensitivity of the information. A model with this property is said to suppingle
level subjects

X3.3 Information flow restrictions

Information contained by a message cannot be accessed directly. However, an object
that receives a message, may store the received data in instance variables. It is then
possible that other objects may obtain the information from this object (by sending
messages to this object). Therefore it must be ensured that sensitive information is
not stored in variables that may be accessed by subjects not authorised to access the
sensitive information. This can be done by either ensuring that the variable(s) storing
the sensitive information may only be accessed by properly cleared subjects, or by
ensuring that the entire object may only be accessed by properly cleared subjects.
Suppose that a message containing sensitive information arrives at an object and
that the activated method attempts to write information to a variable. If the sensitivity
of either the concerned object or concerned variable dominates the sensitivity of the
received message no problem occurs: even if sensitive information is stored in the
receiving object will it not be compromised because it is at least as protected as in its
original location. In other words, any messalge accessing any entity, must be
allowed to proceed if.(M) < L(e)—and, of course, if the subject represented by
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M is in subje). Note that, in the case of a system where the conditions of theorem
14 apply (e existence protection and object identiefiers directly manipulatable), a
value cannot be written to a variable if it will write an invalid value to the variable
(according to theorem 14)—steps similar to those when the sensitivity of the message
is too high will have to be taken.

Apart from allowing the message to access the protected entity when the sen-
sitivity of the entity dominates the sensitivity of the message, the model may also
decrease the sensitivity of the variable (or object) if its sensitivity strictly dominates
that of the message. If the sensitivity is decreased, it must still dominate that of the
message. Further, the sensitivity of the variable (or object) must never be decreased
below its initial (inherent) sensitivity (see X2.2).

If the sensitivity of the object or variable to be accessed does not dominate the
sensitivity of the received message, security may be compromised. So, if the mes-
sage attempts to modify the state of the object, protective steps must be taken. The
following possible strategies exist:

1. Reject the message;
2. Increase the sensitivity of the receiving variable or object; or
3. Polyinstantiate the receiving variable or object.

To formalise the previous remarks we will associate semantic actions with the
production
M — px;

because information will only be compromised if information is actually written to

a variable; information temporarily ‘inside’ an object if a message is just ‘passing
through’ without modifying the state of the object will not compromise information.
We identify four possible behaviours when a message attempts writing to a variable:

Proceed/Reject: If the sensitivity of the message strictly dominates that of the vari-
able, reject the write; otherwise the protection of the variable is adequate and
the write is allowed to proceed. This is accomplished by associating the fol-
lowing semantic action with the productidd — pax;:

if L(M) > L(x;) then fail

Increase sensitivity: Here the sensitivity of a variable (or its containing object) is
increased if the information to be written is too sensitive for the current sensi-
tivity of the variable. If the sensitivity is increased, it is increased to that of the
message; this may be done by either setiingor o.l (wherex; = (v, 0)) to
M.l. Formally the productiod/ — pzx; has the semantic action

if L(M) > L(x;) then ;.0 := M.l
In an existence protected model it is not possible to change the sensitivity of a

variable at will—see theorem 5; it is necessary to change the sensitivity of the
entire object. A similar situation exists if single level objects are used. If the
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level of the entire object is to be adjusted, thenpart of the semantic action
has to be changed:

if L(M) > L(x;) then o.l := M.l, where z; = (v, 0)

Note that we are changing the level of a ‘terminal symbol'—on a real system it
means that the actual security attributes of the related entity must be updated.

Modify sensitivity: Here the sensitivity of the variable is adjusted to reflect the sen-
sitivity of the new value stored in it. This means that the sensitivity of the
variable may be increased or decreased. The only provisos are that the sensi-
tivity of the variable must never be decreased below its inherent (initial—see
X2.2) sensitivity, or below the sensitivity of its containing class (see lemma 2).
Put differently, the sensitivity of a variable, o) being written to by a mes-
sageM, is changed td L(M), L(0), L' ((v, 0))] whereL'({v, 0)) is the initial
sensitivity of (v, o). Formally,M — pz; takes the semantic action

if L(M) > [L(oj), L' (x;)] then x;.l := M.l
elseif L(o) > L'(z;) then x;.l := 0.l
else x;.0 := x;.0

wherez; = (v,0), L'(x;) represents the initial sensitivity ef andz;.l’ is the
corresponding sensitivity attribute.

Again, as was the case when sensitivity is increased, it may be necessary to
adjust the sensitivity of the entire object.

Note that in the case of structured variables (for example array-like struc-
tures) the sensitivity of the entire variable cannot be decreased if a single low-
sensitivity element is written. This is not a problem if structured variables are

objects contructed from the individual ‘element’ variables. In such a case only
the relevant element variable will be re-labeled.

Polyinstantiate: See section 6.1 for a discussion of polyinstantiation.

SECDB takes the option dficreasingthe sensitivity of the receiving object or vari-
able. In SECDB the security profiles associated with the message are attached to
the concerned variable. In effect this means that the variable is re-labeled with the
least upper bound of its original sensitivity and the sensitivity of the message—ie
the sensitivity of the variable is ‘increased’ so that it dominates the sensitivity of the
active message.

SODA uses polyinstantiation here—see section 6.1 for a discussion of polyin-
stantiation. SODA also specifies a highest sensitivity that may be associated with
any given variable; if the sensitivity of the message exceeds this maximum, the mes-
sage will also fail (but in this case the database will inform the user that the message
failed). Formally, if the maximum sensitivity for a variabig is L, (z;), the se-
mantic action

if L(M) > Lpaz(x;) then fail 4)

associated witll/ — px; will ensure this.
We stated earlier that either the sensitivity of the concerned variable or the con-
cerned object must be increased if therease sensitivitgtrategy is used. Corollary

34



6 restricts strategy 2 for existence protected models: Since the sensitivity of a vari-
able may only be increased by increasing the sensitivity of the entire object, it is not
possible to re-label variables; the containing object will have to be re-labeled. In an
access protected model, it is possible to re-label either the modified variable or the
containing object; it seems that it is better to re-label the variable, since it minimises
the risk that an (authorised) user attempting to access another part of the object, will
be denied, only because this variable contains sensitive information. SECDB there-
fore re-labels the variable. SODA provides another solution by allowing either the
entire object or its instance variables (but not both) to be labeled; in such a model the
already labeled entity will simply be re-labeled.

5 Modeling in context

Pfleeger [19] lists four stages in the development of a secure system:

1. Modelingis the process where the environment and the concept of security is
studied abstractly. This paper is primarily concerned with modeling.

2. In thedesignstage the means of implementing the model is selected.

3. Inthe third phast&ustis demonstrated. This is done by demonstrating that the
design reflects the model accurately and taking steps to ensure that the code
correctly implements te design.

4. The fourth phase is theplementatiorstage where the system is constructed.

The later three stages do not represent primary design alternatives for the con-
struction of a conceptual model. However they must be considered to evaluate a
given model.

5.1 Implementation

Most models do not address implementation. However, an impressive model that is
difficult to implement is not worth much. We briefly address some considerations
leading up to implementation; a thorough study is necessary before detailed com-
ments can be made.

5.2 Design

According to Pfleegedesignfollows modeling and precedes the demonstration of
trust; this section briefly touches design possibilities that makes demonstration of
trust simpler.

As always one should strive to make security related code as small as possible—
a small section of code is easier to verify, increasing trust and reliability. This may
be done by building the database on a trusted computing base (TCB); SeaView [12]
is an example of a secure relational database making use of a TCB. The database
partitions information according to its sensitivity and stores it in entities (usually
files) managed and protected by the TCB. If the TCB has already been verified,
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this provides a quick, reliable way to implement a secure database. It also makes it
possible to port a secure database from one computer to another, if the other supports
a comparable TCB.

Lunt [11] suggested that a secure object-oriented database can be built on top of a
trusted relational database. Much work has been done in the field of trusted relational
databases which makes this option attractive. Such a database will probably map
classes to relations, objects to tuples and instance variables to tuple entries. However,
we feel that protection of methods is the most exciting possibilty offered by object-
oriented databases and, sadly, nothing exists in the relational model to which methods
may directly be mapped.

5.3 Trust

Trust is normally increased by

e Isolating the security functions and making it as small as possible (as discussed
above); and by

e Using mathematically sound models.

Both these aspects have been mentioned elsewhere in this paper.

Another interesting possibility is a database where the checking may be done
statically before objects are included in the database (thereby eliminating the neces-
sity for run-time security code and this increasing trust; compare [25]). Consider a
secure database model that

e |s based on explicit levels, and uses the same label to indicate the clearance
and the sensitivity of any labeled entity (X1.1);

e Labels (at least) methods and variables (X2.1);

e Uses the entire access path to determine the authorisation of a message (X3.1)
where the combination of two security attributetefr) is the greatest lower
bound of the two;

e Only allows a message to activate a method if the security attribute of the
message dominates that of the method (X3.1);

e Only allows a method to read a variable if the security attribute of the method
dominates that of the variable (X3.1); and

¢ Only allows such a method to write to a variable if the security attribute of the
variable dominates that of the method (X3.3).

In such a model the sensitivity of any message (X3.2) is the same as the clearance
(X3.1) of such a message as computed by the rules in table 8. It is therefore not
necessary for such a model to keep explicit track of the sensitivity of a message.
Obviously such a model employs tipeoceed/rejecbption to restrict information
flow (X3.3).

The described model will not re-label variables or objects since a value will never
be written to a variable that is not already sensitive enough. Therefore the security
level of any method will dominate that of all variables thatiay potentiallyread
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(and not only those that it actually reads during a given activation); further the secu-
rity labels of all variables thanay potentiallybe written to will dominate the label

of the method. This makes it possible to statically check the security of any object
that is added to the database. In this case an underlying monitor is not necessary to
check access to sensitive information at run-time. It is only necessary to ensure that
the primary accessor (the human operator) only activates methods this accessor is
entitled to—that is

e Methods that have a higher security level than the accessor if the method will
not send a reply to the accessor; or

e Methods with the same security level as the accessor if the method will send a
reply to the accessor.

It is relatively simple to implement a view mechanism that will only allow an ac-
cessor to ‘see’ methods the accessor is entitled to access. In such a model it is only
necessary to trust the message passing mechanism; if this mechanism does nothing
other than passing messages we can trust the database. However, it needs to be shown
that this model is flexible enough for practical use.

6 Remaining issues

In this section we briefly look at polyinstantiation, aggregation and inference, discre-
tionary access controls and integrity constraints—all aspects that need consideration
when one defines a secure database model. However, too few models have addressed
them to see any clear alternatives.

6.1 Polyinstantiation in an object-oriented database

Thuraisingham [24] described the many faces of polyinstantiation in an object-oriented
system:

¢ Different subjects may see differing values (or contents) in the same object;
o Different subjects may see differing (class) structures for the same object;

o Different subjects may see a different set of methods supported by the same
object; and/or

¢ A single method may have a different definition for different subjects.

Abstractly, one may view a database that supports polyinstantiation as a set of
databases that co-exist—one database for every sensitivity level. Rules then describe
which ‘databases’ must be updated whenever an update request is received. Sim-
ilarly, rules describe from what database a query request must be answered. The
axioms and theorems given earlier may be adapted, based on this view of polyinstan-
tiation. The affected productions given while discussing authorisation flow (X3.1)
areM — o;T, M — px; andM — gz;. In the case of polyinstantiation more than
onea; or x; may exist. In the first case rules must be given to determine to which
methoda; the message must be directed basedba In the second case rules must
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be given to determine which set of variables(often more than one, but possibly
none) must receive the new value. In the third case, rules must determine from which
variablex; the read must be attempted; in some cases more than one value is read and
the set of values returned. The functiatasaindsupand the corresponding axioms
about object-orientation also needs adaptation: the class and superclass may depend
on which subject wants to know. The rules for determining the initial sensitivity of a
newly created object may also have to be adapted. We do not elaborate at this time.

Clearly, polyinstantiation can cause integrity problems: a user not cleared to
access avalue, may insert it into the database; if the new value differ from the existing
one, it is a good question which value should be viewed asdhectvalue—ie the
more sensitive value or the more recent value?

In an access protected model, polyinstantion is not necessary. In that case it is
possible to introduce a weaker form of polyinstantiation, such as that suggested by
SECDB: Protected entities (primarily methods) may be replicated in a cascaded fash-
ion. When a request arrives at such a protected entity, the appropriate access checks
are performed; if access is granted, the request proceeds by accessing the correspond-
ing entity; if access is denied, access to the next ‘polyinstantiated’ entity in the chain
will be requested. This process will be continued, until either an entity is found that
that allows access, or until the chain of polyinstantiated entities have been exhausted,
in which case the request must be aborted. This form of polyinstantiation eaables
hoc entities to be polyinstantiated; it is possible to apply it without the integrity
problems associated with ‘full’ polyinstantiation; however, it is not strong enough to
support an existence protected model. As an example where weak polyinstantiation
may be useful, consider some political candite’s database wheredhes#OoRUS
object may have a polyinstantiated methodNNSEREXPECTED; this method may
return different values depending on whether it is invoked by the candidate, by the
candidate’s sponsor or by the candidate’s press secretary.

Another ‘weak’ form of polyinstantiation is the view concept as defined by [21]
where multiple interfaces may be defined for a single object. As it is described in
[21], other ‘client’ objects may decide through which view it wants to access the ob-
ject; however, when it is intended as a form of polyinstantiation, security constraints
may specify through which view another object accesses the multiview object.

6.2 Aggregation and inference

Aggregation is a security problem because the sensitivity of a number of pieces of
information combined is often higher than the sensitivity of the individual pieces.

A related problem, is the problem of inference. Often, if it is possible to obtain
some portions of information, it is possible to infer the missing (sensitive) portions.
One common example occurs where it is possible to obtain the average salary of a set
of employees—if it is possible to make that set very small (say only one employee)
the salary of that employee is easily obtainable.

The encapsulation facility of object-orientation provides a natural way to sen-
sitivity label the relationship between objects higher than the individual objects: If
an obiject is classified, the composition of that object is hidden from unauthorised
subjects; ie no unauthorised subject will be able to access the instance variables of
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the object, and therefore such a subject will not know about the relationship between
them which is encapsulated in the object. Similarly, if an instance variable is la-
beled, the fact that the contents of that variable is related to the rest of the object
is protected, although the contents of that variable may be unclassified. See [11]
for a discussion. Suitably labeled methods can also be used to protect information
regarding relationships.

6.3 Discretionary access controls

Discretionary access controls refer to the rights subjects have to access entities; es-
pecially thediscretionarypower they have to decide what restrictions should apply
for entities under their control and the power to grant rights to other subjects. For
instance, the ‘owner’ or creator of a file often has the power to grant other users the
right to access the file; similarly such an ‘owner’ may have the power to revoke the
access rights of other users to the file.

In a database, discretionary access rights are of less concern: a database contains
information shared by many users and usually owned by the enterprise. It is there-
fore not important that a model for a secure database addresses discretionary access
controls. However, a scenario is possible where a central database administrator or
system security officer is not responsible for the security of all information contained
in the database; in stead a number of ‘guardians’ may be appointed to be responsi-
ble for various sections of the database. Mechanisms enable the existence of such
‘owners’ of information may be worth investigation; this includes investigation of
mechanisms to verify their actions.

Often access contol lists or capabilities are used to implement discretionary ac-
cess control. Note that we included those facilities in our treatment of mandatory
security.

The taxonomy was also used to generate the discretionary access control model
described in [18]

6.4 Integrity constraints

Ensuring the integrity of information has two aspects:
e Ensuring that an unauthorised subject does not modify information; and

e Ensuring that an authorised subject does not modify information to unaccept-
able values such values inconsistent with other entries in the database.

Although we do not address the latter aspect in this work, it is worth pointing out that
some models for secure databases also have definite integrity benifits in that area.
One such example is security models that include the whole access path and not
only the primary accessor when access rights are determined. In such a model it is
possible to ensure that an (authorised) accessor may not access an object without
following an ‘authorised’ path. For example, if @oCATION object consists of a
LONGITUDE and a LATTITUDE object, it is easy for such a model to ensure that
LONGITUDE and LATTITUDE are only updated if the request is routed viada-
TION; if the update method of bkCATION sends messages to both the update method
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of LONGITUDE and the update method ofALTITUDE, it is impossible to update

only one constituent object, leaving the database in an inconsistent state. An incon-
sistent state may easily result if a subject is allowed to directly send a message to
update, say, RTTITUDE.

Note that the described models do not completely solve the integrity problems
that arise if an ‘impossible’ value is inserted into the database by an (authorised)
subject; for example if a person’s age is given the value 999 years. This may be
solved by including integrity constraints—logic rules constraining what values may
be inserted into the database.

7 Conclusion

A brief summary of the classification structure proposed in this paper follows. Op-
tions considered by us are mentioned.

Labeling semantics

X1.1 Underlying model
We considered explicit security levels, access control lists, capabilities and
extensions based on these mechanisms, as well as cobinations of these. Other
mechanisms are possible.

X1.2 Protection interpretation
Only two possibilities were considered: existence protection and access pro-
tection. Other possibilities were mentioned.

Structural labeling

X2.1 Protectable entities
Work in this paper was based on the premise that any object or class or any
facet of such an object or class may be labeled. Note our interpretation of the
termclass Weaker forms of the restrictions apply if single-level objects are
used.

X2.2 Label instantiation
This paper used only one mechanism to label entities: inheritance; in other
words, a class is labeled and the labels are inherited by subclasses and in-
stances.

X2.3 Relationship restrictions
The compulsory restrictions are summarised in tables 1 and 2. Other restric-
tions a model may require and/or enforce were indicated.

Dynamic labeling

X3.1 Authorisation flow
This paper indicated how clearance may depend omptineary accessqrthe
set of active objectsr theaccess pathThe relevant attributes were also iden-
tified. In addition to the method a secure database model uses, it thus have to
specify up to four additional pieces of information: (1) The format of the clear-
ance attributes.c, a;.c and M.c); (2) The format of the sensitivity attribute
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(e.0); (3) For which values ol .c ande.l messagé/ may access entity; and
(4) How are clearances combined, ie defitear.

X3.2 Sensitivity flow

A list of rules were given that may be used to sensitivity label messages—see
table 8. Models may use variations of these and also additional rules to label
messages.

X3.3 Information flow restrictions

Four possible strategies have been identified to prevent information from being
compromised as a result of it flowing through the system, namely (1) reject
it if the sensitivity of the receiving variable is not high enough; (2) increase
the sensitivity of the receiving variable or object if necessary; (3) modify the
sensitivity of the receiving variable up or down (but not lower than a fixed
lower limit); or (4) use polyinstantiation.
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Appendix
Example 1: SODA

Labeling semantics

X1.1 Underlying model: Explicit (numeric) levels.
X1.2 Protection interpretation: Access protection.
Structural labeling

X2.1 Protectable entities: Either the instance variables of an object or the entire
object.

X2.2 Label instantiation: Inheritance.

X2.3 Relationship restrictions: Nothing specified explicitly; normal restrictions for
access protected models (table 2) apply.

Dynamic labeling

X3.1 Authorisation flow: Authorisation based on clearance of primary accessor (ta-
ble 4). Clearance of subjects and sensitivity of entities are integers (range not
specified). A subject with clearanea: may access an entity with sensitivity
e.lif s.c>e.l.

X3.2 Sensitivity flow: The normal rules (table 8) apply, except that the production
M — pz; has the semantic actioW.u := x;.I" wherex;.l’ denotes the initial
sensitivity of variable;.

X3.3 Information flow restrictions: SODA uses polyinstantiation. Additionally SODA
rejects messages that are higher than the specified upper limit for the concerned
variable—see equation 4 on page 34.

Example 2: Lunt

Labeling semantics

X1.1 Underlying model: Explicit levels.

X1.2 Protection interpretation: Existence protection.
Structural labeling

X2.1 Protectable entities: Objects and facets of an object (methods and instance
variables).

X2.2 Label instantiation: Not specified.
X2.3 Relationship restrictions: Summarised in table 3.
Dynamic labeling

X3.1 Authorisation flow: Message clearance is based on the primary accessor ac-
cording to property 6—see equations 2 and 3 on page 26 with the accompany-
ing discussion.
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X3.2 Sensitivity flow: The sensitivity of a message seems to be equal to the classi-
fication level of the subject that sent it.

X3.3 Information flow restrictions: Not specified.

Example 3: SECDB

Labeling semantics

X1.1 Underlying model: Path Context Model (PCM).

X1.2 Protection interpretation: Access protection, but axiom 7 does not apply.
Structural labeling

X2.1 Protectable entities: Layers of an object, methods and variables.

X2.2 Label instantiation: Inheritance.

X2.3 Relationship restrictions: Nothing specified explicitly; normal restrictions for
access protected models (table 2 on page 23) apply, except those based on ax-
iom 7.

Dynamic labeling

X3.1 Authorisation flow: Authorisation based on complete access path (table 6 on
page 28). Clearance attributes draggage vectorsdentifying the object,
method, domain (processor) and processor integrity state. Clearance attributes
are combined by concatenating them. Sensitivity attribygesfiles are (parts
of) a formal grammar. A subject with clearance attribsite may access an
entity with sensitivity attributes.! if the string s.c is a word of the language
specified bye.l.

X3.2 Sensitivity flow: The normal rules (table 8 on page 31) apply.
X3.3 Information flow restrictions: Sensitivity of variable is increased.
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